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1
Decision/action requested

This document resolves Editor’s Note in 4.3.2.2.1 of the living document on SBA. This EN is to identify the IEs that require protection in SBA.
SA3 is requested to approve the resolution text in section 4.
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3
Discussion
This paper addresses the following EN in clause 4.3.2.2.1 of the living document on SBA security [1].
Editor’s Note: This clause shall determine the Information Elements that require protection, and places them in different protection categories.
At an earlier conference call on IPX Security held on December 14th, 2017, it was generally agreed that for phase 1:
a. End to End Integrity protection would be applied to ALL the IEs in service APIs. 
b. Confidentiality protection would be applied ONLY on the Authentication vector IE.

This would eliminate the need to identify and categorize IEs in phase 1. 

Consequently, this EN is removed from clause 4.3.2.2.1
However, Phase 2 will have to undertake the activity identified by the EN. Hence a new EN will be placed specifically for Phase 2.
4
Detailed proposal
***
BEGIN CHANGES
***

4.3.2 Solution #2: Application layer protection based on JSON Object Signing and Encryption (JOSE)

4.3.2.1

General

Following aspects are considered when designing a solution for e2e protection of application layer information in the HTTP payload:

-
Which protocol to use to secure JSON content

-
Where to implement e2e security in the network

-
Which JSON information elements to protect and what kind of protection is required 

-
Algorithms to use for protection and their negotiation between two Edge Proxy end points

-
Key management aspects including key distribution to the Edge Proxies

-
Protection mechanism that allows selective protection of the payload while allowing other unprotected payload to be modified by the intermediaries

4.3.2.2
Application layer protection based on JOSE

JOSE [10] provides a set of specifications to protect JSON based data structures. These include standards for 

-
representation of integrity-protect JSON data based on public-key digital signatures as well as symmetric-key MACs using JSON Web Signing (JWS) [11], 
-
representation of encrypted data using JSON Web Encrypton [12],

-
specifying how to encode public keys as JSON-structured objects, 

-
specifying algorithms and algorithm identifiers using JSON Web Algorithm [13],

-
specifying a means to protect private and symmetric keys via encryption.

JOSE shall be used to protect JSON based application content in SBA.

Editor’s Notes: It is FFS how JOSE works when there are multiple HTTP sessions between two NFs, for e.g. between AMF and AUSF.
4.3.2.2.1
JSON based IEs that require protection (WHAT)

.
JOSE framework will be used to integrity protect all the JSON IEs in the HTTP message payload. The JSON Web Signature [11] applies integrity protection either based on digital signatures (asymmetric protection) or Message Authentication Codes (symmetric protection). The resulting datastructure is of JSON type and contains JWS Signature representing a digitally signed or MACed message payload.
JOSE framework will be used to confidentiality protect Authentication Vector (AVs), cryptographic keys, SUPI and Location data (e.g. Cell ID and Physical Cell ID) contained in the HTTP message. The JSON Web Encryption [12] is based on the use of Authenticated Encryption with Associated Data (AEAD) based encryption algorithms. Hence it applies both confidentiality protection and integrity protection on the Authentication Vectors.
Editor’s Note: This clause shall be revisited again in Phase 2 if any change is identified in the list of IEs identified in this clause for protection in Phase 1.
***
END OF CHANGES
***
